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Abstract 
We live today in a world wide open, where privacy is hardly maintained, with the big data getting involved, it’s only getting 
worse, since data is henceforth everywhere and about everyone, we can’t really tell who knows what about who, where the data 
is actually relying, and what uses are made out of it. Privacy though is a very important aspect that people always require in many 
sectors, and it’s not less important in the healthcare industry, where information only gets even more personal and sensitive that 
any privacy breach becomes an issue of life or death.  
In this paper, we have focused on the benefits of big data in the healthcare sector, as well as some of the main challenges often 
encountered. We have then concentrated on the Moroccan context, shown the problems it has and its specificities, in order to 
suggest recommendations to encourage the decision makers to take the path of Big Data. And finally, we have enlightened the 
privacy issues in healthcare and the current methods used to ensure the patient’s privacy.  
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1. Introduction:  
Smartphones, social networks, sensors, smart meters, Internet of things (IoT), Cloud computing, etc., are all new 
technologies that make life much easier, by collecting a maximum of data about the consumers, in order to conceive 
services fully adapted to their needs. Massive data is, therefore, being produced on an exponential rate worldwide, 
and the traditional DBMSs can no longer handle this unprecedented data growth. 
The healthcare sector relies heavily on medical data in the decision-making process, this data comes in many 
forms and is thus various, unstructured and complex, that the DBMSs can’t take in charge in an effective way. The 
healthcare industry has therefore big interest in leveraging Big Data in its practice.  
Even though the abundant production of medical data carries many benefits to the healthcare sector, it does also 
raise a number of challenges, especially the privacy issues. 
In this paper, we will address the following points: in section 2, we will present Big Data in healthcare, its impact 
and challenges and some current related works. In section 3, we will focus on the Moroccan context, its issues and 
specificities, as well as some recommendations to leverage Big Data in the Moroccan healthcare sector. In section 4, 
we will present the privacy issue in the healthcare, the laws worldwide regarding the privacy insurance and the 
different methods used currently to ensure the patient’s privacy. We finally conclude the paper and give the future 
work we plan to carry on. 
2. Big Data in Healthcare:  
Big Data refers to big volumes of data, produced at very high rates and a big variety of forms, it relies on a set of 
highly performant technologies combined together to make use of these unprecedented volumes of various and fast 
data.  
2.1. Impact and challenges:  
Medical data sources are various, and have a big analytical potential, they can therefore be used to provide 
effective solutions for the problems in the healthcare industry.  
All these sources generate big Volumes of data at a high Velocity, and -given the variety of sources- data 
generated is also of big Variety. We can therefore talk about Big Data in the healthcare sector.   
By leveraging Big Data in healthcare, several benefits can be taken, including: Improvement of quality and 
effectiveness of medical care, early disease detections and detection of medical frauds. 
One practical example of the usefulness of Big Data technologies in the healthcare sector is the collection and the 
aggregation of various large volumes of data coming both from medical sources and elsewhere on the network’s 
edge, process and analyze it in real-time, in order to get a better understanding of the spreading of some kinds of 
viruses within a given population, so that to be a step ahead of it and take all the necessary measures to stop its 
spreading. Google’s flu trend maybe the most example known in the use of Big Data to get better insights to enhance 
the healthcare.  
Even though healthcare industry has big interest in leveraging big data, it has lagged behind all the other 
industries in getting insights from these new technologies. This is mainly due to a number of challenges that slow 
down the process of implementing Big Data in healthcare, including: the patient’s privacy issue, the industry 
readiness, the lack in IT infrastructure and architecture, and the important question of the medical data ownership,  
2.2. Related work:  
Some countries are getting their feet wet in getting insights from Big Data in the medical sector. 
In the United-States, lots of successful initiatives have emerged, for example, the Indiana Health Information 
Exchange, which is a non-profit organization that provides a secure and robust health information technology 
network connecting over 90 hospitals, long-term care facilities, rehabilitation centers, community health clinics and 
other healthcare providers in Indiana. It enables medical information to follow the patient rather than being housed 
in one physician office or a single hospital system 1.  
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Another successful example, is the California based Kaiser Permanente medical network, which has more than 9 
million members, is estimated to manage big data volumes ranging from 26.5 Petabytes to 44 Petabytes 2.  
Another example, in Canada this time, at the infant hospital of Toronto, big data analysis is used to improve the 
outcomes for infant prone to life-threatening hospital infections. 
In Canada also, a collaboration between IBM and the Institute of Technology of Ontario, has launched the project 
Artemis, a newborns monitoring platform that supports the acquisition and storage of patients’ physiological data 
streams and clinical information system data for the purpose of online real-time analytics, retrospective analysis, and 
data mining 3.  
The European country have some successful big data initiatives as well, in Italy, the Italian Medicines Agency 
collects and analyzes clinical data on expensive new drugs as part of a national cost-effectiveness program; based on 
the results, it may re-evaluate drugs prices and market-access conditions 4. 
3. Moroccan context:  
3.1. Issues and specificities:  
The healthcare sector in Morocco suffers from many problems and have, in the other hand, many specificities 
including:  
x A growth in the population aged over 60 years, due to the huge fertility and mortality decline, leading to a 
sharp increase in demand for heavy medical care to take in charge chronic and degenerative diseases.   
x The overall health expenditures are increasing year after year. According to the National Health Account, in 
2010, total spending on healthcare represented 6.2% of GDP against 5.3% in 2006.  
x A shortage of human resources, according to the World Health Organization, Morocco is located among the 
57 countries in the world suffering from a great lack of medical staff. 
x The number of inaugurated hospitals in Morocco has increased over the last 5 decades, reaching 142 public 
hospitals, 373 private clinics and 7310 private consulting rooms in 2011. But, 52% of these institutions are 
located in the big axes of the country, causing an imbalance between regions and a low complementarity 
between the private and public sectors. 
x The healthcare sector in morocco is a vital sector, and needs to evolve in an effective way, it is thus, highly 
recommended that the government, along with the minister of health and all of the healthcare organizations 
in the country collaborate in order to put in place functional Big data systems.  
3.2. Recommendations:  
It has now become inevitable to go with the global technological flow, especially in the healthcare industry, 
where efficiency and accuracy are the most needed. The Moroccan healthcare needs to take advantage of all the 
technological advances in order to improve its day-to-day practice while enhancing the quality of Medicare and – 
mostly- the patient’s privacy. Following are some recommendations to leverage Big Data in the Moroccan 
healthcare sector: 
 
1) Technological :  
x Study and design a mature IT system, to support the different specifications and constraints in the Moroccan 
healthcare sector. Since the majority of healthcare organizations in Morocco don’t have ICT systems, all the 
operations applied to the medical data are done manually, which occurs in huge losses of relevant data, 
useless data redundancy, and complexity in data analysis.  
x Like the e-appointment service offered by the Moroccan health ministry’s web site, creating a national 
healthcare web portal will help make the patient’s access to his/her medical plans easier, permit monitoring 
his/her pathologic evolutions and build a scientific, professional and technical exchange platform.  
x Invest in information exchange networks in order to avoid diagnosis and treatment redundancy, by allowing 
clinicians to receive basic information about the treatment that a patient has received from another clinician 
also listed in the system.  
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2) Human:  
x In every industry, the human capital plays a vital role, it is thus important, in order to develop a functional 
electronic healthcare infrastructure, to qualify the local competencies through periodic training programs. 
x Invest In awareness campaigns in order to raise consciousness about the benefits of big data in healthcare 
through the organization conferences and workshops on a national level.  
x Invest in developing human capabilities who can work with data and get insights from it, such as: Data 
scientists, Data managers and System managers. 
3) Legislative and Strategic:  
x If an e-Heath system is established, legislative and strategic frameworks need to be put in place, in order to 
standardize the electronic healthcare practice, to guarantee its efficiency, and -the most important thing- to 
ensure the medical information security and the patient’s privacy. This can be done through applicable law, 
under the Moroccan 09-08 personal information protection act.  
x In other words, think seriously about an e-health strategy, in order to fully digitize the healthcare sector, and 
take the patient-physician relationship to the next level. The establishment an e-health system will indeed 
remarkably improve the Moroccan healthcare sector.  
4. Data Privacy in Healthcare:  
One of the most worrying challenges about big data, is the individual’s privacy. We often judge privacy by the perceived harm 
that may occur if knowledge becomes public. In healthcare, the harm can be of big impact on the individual’s 
personal and professional life. The medical data’s privacy is then an important factor that healthcare adopters of big 
data need to consider seriously.  
Healthcare data is increasingly being digitized, as electronic health records, medical images, and physician 
notes… On one hand, this data redundancy could be of great benefit to the healthcare sector, but, on the other hand, 
the data’s ease of use and accessibility threatens highly the patient’s privacy. 
Following, are some of the privacy protection laws around the world:  
4.1. Data Protection Laws:  
1) Canada:  
The Personal Information Protection and Electronic Documents Act (PIPEDA), specifies the rules to govern 
collection, use or disclosure of personal information.  
The PIPEDA gives people many rights such as: to understand the reasons why organizations collect, use, or 
disclose personal information, to expect organizations to protect the personal information in a reasonable and secure 
way…  
2) European-Union:  
In the 8th article of the European Convention on Human Rights (ECHR), the right to respect one’s “private and 
family life, his home and his correspondence” is provided. The collection of medical data has also been judged to 
raise data privacy issues. Conscious of the emergence and the free flow of data within the EU zone, which requires 
more harmonizing data protection legislation, the European commission proposed a Data Protection Directive. All 
EU members’ states adopted legislation pursuant this directive or adapted their existing laws.  
3) United-States: 
The Health Insurance Portability and Accountability Act (HIPAA) is a law that states that an individual who is 
subject of individually identifiable health information should have:  
• Established procedures for the exercise of individual health information privacy rights. 
• The use and disclosure of individual health information should be authorized or required.  
4) Morocco:  
In morocco, the personal data protection act (09-08 act) protects the individuals’ privacy through limiting the 
disclosure and use of personal and sensitive data by the data controllers in any data processing operation.  
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To make sure that the personal data processing is licit, legal and do not hold any harm to the subject’s privacy, 
freedom and fundamental human rights, a Moroccan data protection authority CNDP (Commission Nationale de 
contrôle de la protection des Données à Caractère Personnel) has been established by the 09-08 act. 
4.2. Data protection techniques: 
Currently, there are multiple techniques used to ensure the patient’s privacy, the main ones are: 
1) De-identification: is a method that claims to prevent the disclosure of confidential information, by removing 
all identifying information from medical records. There are two methods proposed by the HIPAA to de-
identify medical information: 
x Safe-harbor: requires the removal of 18 specific identifiers of the individual or of relatives, employers or 
household members of the individual from the data: names, addresses, dates, telephone numbers, fax 
numbers, health plan beneficiary numbers, e-mail addresses, social security numbers, medical record 
numbers, account numbers, certificate/license numbers, vehicle identifiers and serial numbers, device 
identifiers and serial numbers, universal resource locators (URL), IP addresses, biometric identifiers, full-
face photographic images, and any other unique identifying number, characteristic or code.  
x Statistical method: a person with appropriate training verifies that enough identifiers have been removed. 
2) Notice and consent: The patient has the right to know and approve to how his data will be used and by who, 
by giving him/her notice of an entity’s information practices before collecting any personal information. 
3) Notice and consent successor: The patient can voluntarily choose a third party and associate themselves 
with it, in order to inherit a standard set of privacy preference profiles that the healthcare organization can 
use every time the patient’s data need to be disclosed.  
4) Deletion and non-retention: when data is no longer of value, it is a good practice to delete it. This technique 
can be used within healthcare organizations to decrease the privacy breaches, but when big data gets 
involved, the question remains which data is of value and which data is not, because what seems to be 
valueless today may bring big value tomorrow, besides, given the distributed and redundant nature of data 
storage, there’s no guarantee that no useful data has survived the destruction.  
4.3. Healthcare Data Privacy in Morocco, Strategy Proposal:  
Privacy protection in all the previous studied laws and techniques is mostly held by the data controller, the patient 
never actually contributes to the construction of the privacy protection procedures. In order to provide the ultimate 
privacy level within the healthcare industry in the country, we have found convenient to share the privacy protection 
burden between the two main parties: the data controller and the subject.  
1) On the data controller behalf: refers to the natural or legal person, public authority, agency or any other 
body which alone or jointly with others determines the purposes and means of the processing of personal 
data (Minister, banc, hospital…).  
This party must ensure that patients’ PHI is protected from unauthorized access and disclosure at every stage 
of the data’s lifecycle (e.g. Production, Processing, Analysis, Storage, Sharing, Archive/destruction, re-use). 
This can be accomplished through technical and organizational mechanisms.  
x Sharing: The data transmission should be performed in a way that decreases to the max the data leakage risk, 
and in compliance with both the local and foreign country’s data protection laws, in order to guarantee that 
no data privacy breaches would occur. Data need also to be encrypted. In big data though, traditional 
cryptographic algorithms are not much efficient, some cryptographic ways can be used in the big data 
environments such as “identity-based encryption” and “attribute-based encryption“. 
x Storage: if the data isn’t highly sensitive, and the healthcare can’t afford the storage costs, the cloud remains 
convenient to store the medical data but then the security and privacy levels would be compromised. If the 
data is highly sensitive, the data storage is highly recommended to be within the health organization, in a 
private cloud or in another safe location. Data should also be duplicated and backed up –to a certain limit- in 
another safe location, in case the original data is damaged.  
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x Archive/Destruction: Archive is very important, particularly in the healthcare case, where archived data 
could be of great use in the medical future researches, but in some cases, maintaining the data can be more 
harmful to both the organization and the patient’s privacy, that’s why, it is necessary to the data controller to 
evaluate the real value of data, in order to know when to maintain it and when to get rid of it.  
2) On the Subject behalf:  The subject is the one who’ll be harmed the most if the privacy was not respected 
enough, so he must also understand and contribute to the privacy protection policy within the organization 
that hosts his data.  
To do so, we have thought that it would be convenient to have a third party between the patient and the data 
controller; who will regulate and standardize the way personal health information will be used, through 
proposing several patient privacy profiles (e.g., profiles that contain some privacy preferences), and 
distributing them on all the healthcare organizations in the country. So as to conceive how it will work, we 
have proposed the procedure bellow: 
x Given its expertise in the field, The Moroccan data protection authority (CNDP) could also be more focused 
on the healthcare sector, by conceiving several privacy preferences profiles that hospitals could deliver to any 
patient who presents himself to the hospital’s reception or to a family member in case the patient isn’t able to 
sign any kind of paper (emergency cases). 
x The patient (or his/her family member) will read in detail the privacy protection profiles, with the help of an 
advisor, who is fully aware of the privacy implications of every clause in the profile.  
x The patient will then approve to, and associate himself with one of the privacy protection profiles. 
x The hospital or the healthcare organization will send the patient’s privacy profile to the CNDP in order to add 
it to the profiles database.  
x We assume that all hospitals have functional e-health systems, the patient is then unique in the database, with 
one recognizable code all around the country, so if he chooses one privacy profile, it would be adopted 
everywhere the patient goes. 
5. Conclusion and Perspectives:  
The Big Data carries with it big promises to improve the healthcare sector in a revolutionary way, however, 
several challenges and issues have been identified as major obstacles to leveraging Big Data in the healthcare 
industry, mainly the privacy challenges.  
In this paper, we projected light on some of the benefits of Big Data in the healthcare sector, the various 
challenges to take into account, as well as some successful related examples from all over the world.  
We have then focused on the Moroccan context, by giving some of its healthcare issues and specificities, and 
have given recommendations.  
As the privacy is one of the most important things that patients insist on, we presented the current methods used 
to ensure the patient’s privacy in healthcare industry, as well as the legislation regarding the privacy issues in the 
world.  
We plan, thereafter, to focus more on the security and privacy aspects of medical data in a Big Data environment, 
since patients and stakeholders in the healthcare sector are concerned about the possibility of ensuring better 
healthcare quality based on Big Data technologies while guaranteeing medical data security and patient’s privacy. 
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